
AdGuard Responsible Disclosure Program

Introduction

AdGuard is committed to ensuring the safety and security of its products and services. In order to

maintain a high level of security, we encourage security researchers and individuals to report any

vulnerabilities or weaknesses they find in our products or services. Our Responsible Disclosure

Program (RDP) outlines the guidelines and procedures for reporting vulnerabilities to AdGuard.

Scope

The RDP covers all AdGuard products and services.

Guidelines

Do not attempt to access or modify data belonging to other users or AdGuard without explicit

permission.

Do not disclose the vulnerability publicly until AdGuard has had an opportunity to investigate

and address the issue.

Do not use the vulnerability to compromise the security or privacy of AdGuard's users or

customers.

Provide clear and detailed information about the vulnerability, including the steps to reproduce

it, in your report to AdGuard.

Do not demand any compensation or financial reward in exchange for reporting a vulnerability

to AdGuard.

Reporting a Vulnerability

If you discover a vulnerability in any AdGuard product or service, we encourage you to report it to

us through our RDP. To report a vulnerability, please send an email to security@adguard.com,

including as much detail as possible about the vulnerability, including the steps to reproduce it.

Please do not publicly disclose the vulnerability until AdGuard has had an opportunity to investigate

and address the issue.

AdGuard will make reasonable efforts to:

Acknowledge receipt of your report within a reasonable timeframe

Provide an estimated timeframe for a fix, if applicable

Treat your report confidentially and not share your personal information without your consent
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Provide updates on the progress of the investigation and resolution of the vulnerability

Publicly acknowledge your contribution to improving AdGuard's security, if you choose to be

credited

If you have not received an acknowledgement of your report within a reasonable timeframe, or

if you have any questions or concerns about the RDP, please contact us at

security@adguard.com.

Rewards

AdGuard may, at its sole discretion, provide rewards to eligible reporters of qualifying

vulnerabilities. Rewards may include AdGuard-branded merchandise, vouchers for AdGuard's

products and services, or other non-monetary incentives. The decision to provide a reward and the

amount of the reward, if any, will be determined by AdGuard on a case-by-case basis.

Conclusion

By following the guidelines outlined in this document, you can help ensure that AdGuard's products

and services remain secure and that the security of our users and customers is not compromised.

We appreciate your cooperation in maintaining a high level of security for our products and

services. If you have any questions about the RDP or the reward program, please contact us at

security@adguard.com.
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